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[Claims] 

[Claim 1] An individual" authentication method using 
several physical characteristics inherent in an individual 
person, for extracting the physical characteristics inherent 
in the individual person and authenticating identification by 
judging the extracted characteristic information, in which 
several characteristics inherent in the individual person are 
extracted, the extracted characteristic parameters are divided 
into several categories reflecting a personal character, the 
divided categories are integrated respectively with weights 
attached depending on frequency of appearance of the personal 
character, the respective characteristic parameters obtained 
by the integration are further integrated with weights attached 
depending on the frequency of the appearance of the personal 
character, and the integration result is compared with a 
threshold, thereby authenticating the identification. 

[Claim 2] The individual authentication method using 
several physical characteristics inherent in an individual 
person, according to Claim 1, for weighting and integrating the 
respective categories and the respective characteristic 
parameters by using a neutral network. 

[Claim 3] The individual authentication method using 
several physical characteristics inherent in an individual 
person, according to Claim 1, for weighting and integrating the 
respective categories and the respective characteristic 
parameters by using a neutral network using the same algorithm. 

[Claim 4] The individual authentication method using 
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several physical characteristics inherent in an individual 
person, according to Claim 2 or Claim 3, in which the neutral 
network is of a three-layer structure by using a back propagation 
method as a learning rule. 

[0006] 

[Problems to be Solved by the Invention] 

However, the above conventional individual 
authentication method has the following problems. 

(1) In the case of the individual authentication method 
according to the individual belongings such as a key, a card, 
and the like, there is a possibility of losing the belongings 
and having them stolen, although it is simple and inexpensive, 
which causes a problem in its operation in the case of requiring 
the high security. 

(2) Also in the case of the individual authentication 
method according to the individual knowledge of identification 
number, password, and the like, there is a possibility of losing 
the knowledge or having the number glanced stealthily at a using 
time although it is simple and inexpensive , which also causes 
a problem in its operation in the case of requiring the high 
security. 

(3) In the case of the individual authentication method 
according to the characteristics inherent in the individual 
person, although it is an effective method from the viewpoint 
of the security, there is a problem of deteriorating the 
identification ability extremely according to a local change 



of the using characteristic parameters and making it difficult 
to properly select the characteristic parameters of easily 
reflecting the personal character, and there is such a 
possibility that a user cannot use the above method depending 
on his or her situation. For example, there is a case of making 
a difference between- the actual personal character and the 
characteristic parameter registered because of some problem and 
in this case , it is difficult to authenticate the identification 
accurately. Further, there is someone who cannot register the 
personal character for use in authentication of the 
identification. 
[0007] 

Further, in the case of the individual authentication 
method according to the characteristic inherent in the individual 
person, when a user wants to authenticate the identification 
at the high accuracy, it is difficult to form a system at a low 
cost because of requiring a « sophisticated algorithm. 
[0008] 

The invention is to solve the above problems of the 
conventional individual authentication method and to provide 
an individual authentication method capable of forming an 
inexpensive system at a high accuracy by using several physical 
characteristics inherent in an -individual person. 

[0013] 

[Embodiment] 

Hereinafter, one embodiment of the present invention 
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will be described by using the drawings. Fig. 1 is a flow chart 
of an individual authentication method according to the 
embodiment of the invention. In Fig. 1, at first, in Step 1, 
several kinds of biometric information inherent in an individual 
person such as voice, fingerprint, handwriting, and the like 
(characteristic parameters) are read out; the characteristic 
parameters read out are divided into a plurality of categories 
of reflecting each personal character in Step 2; the divided 
categories are integrated respectively with weights attached 
depending on frequency of appearance of the personal character 
in Step 3; the reconfigured characteristic parameters through 
integration of the respective categories are integrated with 
weights attached depending on the frequency of appearance of 
the personal character in step 4; and the identification of a 
person is authenticated by comparison with the threshold in Step 
5. 

[0014] 

This time, the above embodiment will be further 
described in' details. Basically, the same procedure is 
performed in each of the characteristic parameters such as voice , 
fingerprint, handwriting, and the like and the weighting and 
the integration as for the characteristic parameters has the 
same procedure as the weighting and the integration as for the 
categories, and therefore, the description will be made in the 
case of using the handwriting as. one type of characteristic 
parameter by referring to Fig. 2. 
[0015] 
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In Fig. 2, the reference numeral 11 indicates a step 
for entering a letter with a tablet and the like. The reference 
numeral 12 indicates a step for extracting the characteristic 
parameter by approximating the coordinate line of the position 
of a pen (coordinate line of a brush point) in every sampling 
period of the input letter information to a line graph by a segment 
of a constant length. The reference numeral 13 indicates a step 
for learning by using a neutral network for category 
identification. The reference numeral 14 indicates a step for 
dividing the characteristic parameters extracted in Step 12 into 
every category. The reference numeral 15 indicates a step for 
creating the P-type. Fourier descriptor (hereinafter, referred 
to as n P-type descriptor") in every category divided in Step 
14. The reference numeral 16 indicates a step for learning by 
using the number n of neutral networks for extracting a person 
(the number of the categories) . The reference numeral 17 v 
indicates a step for weighting the outputs from the number n 
of the neutral networks for extracting a person in Step 16 . The 
reference numeral 18 indicates a step for integrating the outputs 
weighted in Step 17 and checking the personal identification 
by comparison with the threshold. 
[0016] 

The operation of the individual authentication method 
by using the handwriting constituted as mentioned above will 
be described hereinafter: At first, the characteristic 
parameter is extracted from the input letter information (Steps 
11 and 12) . The characteristic parameter is extracted through 
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a stroke like a line graph by a segment of a constant length, 
after converting the writedown letter input with an input device 
such as a tablet arid the like into the coordinate line of the 
position of a pen (coordinate line of brush point) in every 
sampling period. The characteristic parameter of reflecting 
the personal character shown in the handwriting makes use of 
a difference angel between the strokes in the handwriting sampled 
online, as illustrated in Fig . 3. This characteristic parameter 
is not affected by the scaling and rotary fluctuation of the 
writedown letter and there are few limits to the alignment 
direction and the stroke count of the writedown letter. 
[0017] 

Next, learning is performed by using the neutral network 
for category identification and extraction of individuality 
(Step 13) . Although many types of the neutral networks have 
been proposed so far, the back propagation method is to be used 
here as a learning rule by using a simple three-layered 
hierarchical neutral network not including a feedback connection 
nor an intra-layer connection. These neutral networks are to 
learn as follows. 
[0018] 

The collection of the strokes forming the whole letter 
or one part of the letter is defined as a category with the 
collection of the extracted characteristic parameters, as the 
learning data . The neutral network for category identification 
in Fig. 2 brings the characteristic parameter of the learning 
data into correspondence with the number n of the proper 
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categories and learns the correspondence relationship between 
the characteristic parameters and the categories . By using the 
correspondence relationship between the characteristic 
parameters and the categories, the category is taken away from 
the learning data, namely, the characteristic parameter 
corresponding to the category is extracted (Step 14) . 
[0019] 

The information of the difference angle that is the 
characteristic parameter extracted previously is converted into, 
the information of frequency domain for use in authentication, 
in every category taken away from the learning data (Step 15) . 
Here , P-type descriptor of describing a curve on the plane surface 
in the frequency domain is used, handwriting is regarded as a 
linear graphic drawn with a single stroke of the brush, and the 
outline of the linear graphic obtained from its lower component 
is defined as the characteristic value at the authentication. 
The neutral network for extraction of individuality learns the 
.correspondence relationship between the characteristic of the 
category expressed by this P-type descriptor and the writer (Step 
16) . In order to compensate the versatility of the neutral 
network for extraction of individuality (identifiable ability 
of the not-learned data) and improve the reliability of amatching 
algorithm, weight (adjustment) is attached to the output of the 
neutral network for extraction of individuality so as to define 
the characteristic of the category (Step 17) . Here, the data 
not learned (hereinafter, referred to as the adjustment data) 
is given to the neutral network for extraction of individuality 
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and based on the outputs of the respective neutral networks, 
a weight coefficient is calculated in consideration of the 
conditions shown in the following (1) and (2). 

(1) identification accuracy of a neutral network for 
every category (general scale) 

The category having the low identification accuracy 
in the neutral network, which is in common with all the writers, 
is deleted and removed from the targets for weighting. 

(2 ) output tendency of a neutral network for every writer 
(personal scale) 

In the output values of the neutral network, the greater 
weight is attached to the more' distinctive category. 
[0020] 

Assuming that the number of the writers is defined as 
M and that the M^n matrix showing the weight coefficient in 
the case where the number of the categories is N is defined as 
W, the weight coefficient is calculated by using the following 
expression (1) . 

W=CP •■• (l) (expression 

1) 

Where, C=fi (0) 
P=f 2 ( 0) 

[0021] 

Here, 0 is the following determinant (2) having the 
value of the output unit of the neutral network as the component, 
and f i and f 2 are the functions respectively satisfying the above 
expression (1) and the expression (2) . 
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(2) 



where, 

(expression 2) 

Where, 

(3) 

( : the k-th output unit when the i-th learning data - 
is input in the neutral network of the category j ) 
[0022] 

Next, the matching data thus learnt and adjusted is 
input into the neutral network for category identification and 
the category which the matching data belongs to is selected from 
the output result. The matching data converted into the P-type 
descriptor is input into the neutral network for extraction of 
individuality corresponding to the selected category, and the 
weight coefficient required at the adj ustment , is added to the 
. output value of the neutral network for extraction of 
individuality. 
[0023] 

The .above procedure is repeated for every letter of 
the matching data and the total sum of the output values of the 
neutral network for extraction of individuality with the weight 
coefficient added is compared with the threshold, thereby 
checking whether the matching data belongs to the writer about . 
whom learning and adjustment has been performed (Step 18) . 
[0024] , 
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[Advantage of the Invention] 

As apparent from the above embodiment, by using several 
characteristics inherent in the individual person, according 
to the invention, it is possible to cope with a change of the 
individual characteristic parameters flexibly and even when some 
characteristic of the individual person cannot be used, it is 
possible to authenticate the personal identification. 
[0025] 

Further, since the weight is attached to the several 
characteristic information inherent in the individual person 
so as to authenticate the personal identification on the whole, 
even if the accuracy of the judging unit for identification is 
not always high, it is possible to authenticate the 
identification with high accuracy. 
[0026] 

Further, since the characteristics of a person are 
hierarchically captured and the weighting and integration as 
for the categories is performed in the same procedure as the 
weighting and integration as for the characteristic parameters , 
it is possible to use a versatile algorithm and realize an 
individual authentication system at a- low cost. 
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Fig. 1 

1 : personal character 
2: characteristic parameter (voice) 
. 3 : integration of category 
(weighting by NN) 

4: characteristic parameter (fingerprint) 

5: integration of category (weighting by NN) 

6 : characteristic parameter (handwriting) 

7: integration of category (weighting by NN) 

8: integration of characteristic category 

(weighting by NN) 

9: comparison with threshold 

10: Ci : category 

NN : neutral network 

Fig. 2 

11: letter input 

12: extraction .of information of difference.- angle 

(characteristic parameter) 

13: NN for category identification 

14: take away of category 

15: generation of P-type descriptor 

16: NN group for extraction of individuality 

17: weighting coefficient line 

18: matching (threshold of matching) 

19: ~~ > information 

instruction of category 
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output of NN 
Fig. 3 

1 : difference angle between strokes 
sampling point 
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